Guidance for Internet-Based Human Subjects Research

Computer- and internet-based methods of collecting, storing, utilizing, and transmitting
research data involving human participants are developing at a rapid rate. Today,
researchers e-mail surveys, use publicly available postings, social media, and utilize
recruitment tools employing artificial intelligence. Nevertheless, computer- and internet-
based research protocols must address the same risks (e.g., violation of privacy, legal
risks, psychosocial stress) and provide the same level of protection as other types of
research involving human participants.

All studies, including those using computer and internet technologies, must (a) ensure
that the procedures fulfill the principles of voluntary participation and informed consent, (b)
maintain the confidentiality of information obtained from or about human participants, and
(c) adequately address possible risks to participants. The purpose of this guideline is to
help researchers plan, propose, and implement computer and internet-based research
protocols that protect the human subjects involved. The guideline addresses common
steps in the research cycle from instrumentation selection and data management to
recruitment and informed consent.

RECRUITMENT

Chat rooms/discussion boards

Recruitment of subjects online--whether by email, chat room, discussion board, or other means--
must be guided by the level of privacy expected by participants. Online privacy expectations are
very subjective and depend on the person/group and the nature of the information being obtained
online. Some sites are “fully public” whereas others require user login or invitation by a site
administrator. For instance, discussion boards (e.g., Reddit) have multiple “administrators” who
have more privileges than people who post. These administrators may be cautious about



INSTRUMENTATION

Instrument Integrity

Research instruments such as surveys, questionnaires, tests, or rating scales, can be
administered online or in-person using a traditional paper format. Regardless of the format, the
researcher should assess the integrity of the instrument. The instrument must be able to measure
what the researcher needs or else it will affect the integrity of the researc



debriefing subjects, so they may learn about the research that occurred and have the opportunity
to withdraw use of their data if they choose.

Ensuring Understanding

When anyone who has access to the Internet is a potential research subject, it may be difficult to
ensure that he/she understands the consent information. One method of enhancing
comprehension includes incorporating short questionnaires within the consent process to assess
understanding of the information presented, and then direct the subjects to additional material.
Another method is to design and implement an interactive consent process tailored to the potential
subjects’ characteristics or primary language.

Right to Withdraw

The principle of respect for persons requires that subjects be allowed to withdraw from a research
study without negative consequences. Online survey instruments must explain at the outset what
options are available, if any, for retrieving and discarding responses, and for some studies it may
be appropriate to provide a “no response” option for questions subjects may consider to be
sensitive or intrusive.

DATA COLLECTION

Authentication

Authentication (e.g., proper qualification and/or identification of respondents) is a major challenge
in computer and internet-



Data Storage

If you use a server to store research data, you should limit as much as possible the amount of
personal identifying information maintained (for example, record the age rather than the birthdate).
Personal identifying information should be kept separate from the research data, and data should
be stored in an encrypted format. It is recommended that a professionally administered survey
server be used for online data collection (e.g., Survey Monkey, Qualtrics). However, if researchers
choose to run a separate server for data collection and/or storage, the IRB recommends a) the
server is administered by a professionally trained person with expertise in computer and internet
security; b) access to the server is limited to key project personnel; c) there are frequent, regularly
scheduled security audits of the server; and d) the server is subject to periodic security scans.

Data Back-up
Ideally, data backups should be stored in a safe location, such as a secure data room that is
environmentally controlled and has limited access.

Data Destruction
Competent data destruction services should be used to ensure that no data can be recovered
from old electronic media.
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