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Abstract: This paper aims at the trust calculation in social networks by addressing some major issues: Firstly, the paper
evaluates a specific trust function and its behaviors, and then it focuses on the modification of that trust
function by considering diverse scenarios. After that, the paper proposes a new approach with a specific
functionality. The main goals are to support good agents strongly, block bad ones and create opportunities
for newcomers or agents who want to show their merit in our society although we can not judge them.
Finally, a mathematical discussion by a new trust function is provided with ultimate results.

1 INTRODUCTION

One of the major challenges for electronic
commerce is how to establish a relationship of trust
between different parties and how to form a reputation
scheme as a global vision. In many cases, the parties
involved may not ever have interacted before. It is
important for participants such as buyers, sellers and
partners to estimate each other’s trustworthiness before
initiating any commercial transactions.

According to (Mui, 2002), “Trust” is a personal
expectation an agent has about another’s future
behavior, it is an individual quantity calculated based
on the two agents concerned in a present or future
dyadic encounter while “Reputation” is perception that
an agent has of another’s intentions, it is a social
quantity calculated based on actions by a given agent
and observations made by others in a social network.
From the cognitive point of view (Castelfranchi and
Falcone, 1998), trust is made up of underlying beliefs
and it is a function of the value of these beliefs.
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about sellers for which the original buying agent has
no information. This system allows for a decentralized
approach whose strengths and weaknesses lie between
the personal and public reputation system.

For creating a ““reputation model”



centralized authorities, it can help agents evaluate the
trustworthiness of such authorities too.

To facilitate trust in commercial transactions
“Trusted Third Parties” (Rea and Skevington, 1998) are
often employed. Typical TTP services for electronic
commerce include certification, time stamping, and
notarization. TTPs act as a bridge between buyers and
sellers in electronic marketplaces. However, they are
most appropriate for closed marketplaces. Another
method is from “Social Interaction Framework (SIF)”
(Schillo et al., 2000). In SIF, an agent evaluates the
reputation of another agent based on direct
observations as well through other witnesses.

Breban and Vassileva (2001) present a ““Coalition
Formation Mechanism” based on trust relationships.
Their approach extends existing transaction-oriented
coalitions, and might be an interesting direction for
distributed reputation management for electronic
commerce. Tan and Thoen (2000) discuss the trust that
is needed to engage in a transaction. In their model, a
party engages in a transaction only if its level of trust
exceeds its personal threshold. The threshold depends
on the type of the transaction and the other parties
involved in the transaction.

In (Yu et al.,, 2004) an agent maintains a model of
each acquaintance. This model includes the
acquaintance’s reliability to provide high-quality
services and credibility to provide trustworthy ratings
to other agents. Marti and Garcia-Molina (2004)
discuss the effect of reputation information sharing on
the efficiency and load distribution of a P2P system, in
which peers only have limited or no information
sharing. In their approach, each node records ratings of
any other nodes in a reputation vector. Their approach
does not distinguish the ratings for service (reliability)
and ratings for voting (credibility) and does not
consider how to adjust the weight for voting.

Aberer and Despotovic (2001) use a model to
manage trust in a P2P network where no central
database is available. Their model is based on “Binary
Trust”. For instance, an agent is either trustworthy or
not. In case a dishonest transaction is detected, the
agents can forward their complaints to other agents.
Recently, a new P2P reputation system is presented in
(Song et al., 2005) based on “Fuzzy Logic Inferences”
which can better handle uncertainty, fuzziness, and
incomplete information in peer trust reports. They
demonstrate the efficacy and robustness of two P2P
reputation systems (FuzzyTrust and EigenTrust) at
establishing trust among the peers.

In the next section, we evaluate the behavior of the
proposed trust function in (Yu and Singh, 2000) and
offer a new approach for the trust calculation.

3 TRUST FUNCTION

In this section, we evaluate a specific trust function
by Yu and Singh (2000) and assess its behavior. In the
proposed scheme, after an interaction the updated trust
rating T is given by the following formulas (Table 1)
and depends on the previous trust rating where:

a>=0, f<=0

Table 1: Trust function from (Yu and Singh, 2000)

T Cooperation

>0 T+a (1-T)

<0 (T a)/A-min{[T{,| @ [})
=0 a

[T Defection ]
>0 | (Tt B)L-min{[Ty| B1})
<0 Tt B (1+T)

=0 ﬂ

The following diagram (Figure 2) shows the behavior
of the Yu trust function, it is convergent at points (+1,
+1) and (-1, -1). The above curve is for the cooperation
and the other one is for the defection. This function
also crosses axis Y at the following points: @ =0.1 and

L =-0.2 where T, is equal to zero.
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Figure 2: Yu trust function diagram (& =0.1 & £5=-0.2)

3.1 Evaluation of the Yu trust function

To see the exact properties of the Yu trust function,
refer to the Table 2, which shows T; and its
corresponding value (Tw4) in the interval [-1, +1].



1 0 1 1 0 1
09| 001 | 091 0.9 -0.03 | 0.87
08| 0.02| 0.82 0.8 -0.05 | 0.75
07| 003 | 0.73 0.7 -0.08 | 0.62
06| 004 | 0.64 0.6 -0.1 0.5
05| 005 | 055 0.5 -0.13 | 0.37
04| 006 | 0.46 0.4 -0.15 | 0.25
03| 007 | 037 0.3 -0.18 | 0.12
02| 008 | 0.28 0.2 -0.2 0
01| 009 | 019

0.16 -0.21 | -0.06

0 0.1 01| 012 -0.21 | -0.09

0.08 -0.21 | -0.13

-0.02 01| 0.08| 0.04 -0.21 | -0.17
-0.05 0.1 ] 0.05

-0.08 01| 0.02 0 -0.2 -0.2

-0.1 0.1 0| -01 -0.18 | -0.28

-0.2 | 0.09 | -0.11| -0.2 -0.16 | -0.36




Therefore, this paper’s major critique is for
cooperation in scenario “a” and defection in scenario
“d”. They show bad behaviors of the trust function. In
the next section, a sample improved function is
provided to modify the trust calculation for the social
networks.

3.2 Modification of the trust function

To modify the trust function in (Yu and Singh, 2000),
we consider six possible situations (Table 3). If trust
value is less than [ then the agent is a bad participant,
if it is greater than @ then the agent is a good member
of the society, otherwise ([ 8, Q']) we can not judge

the agent. We just suppose it is a member who is
looking for some opportunities. By considering both
cooperation and defection factors, we have the
following rules:

(1) If a bad agent cooperates, then we encourage it
a little bit, e.g. by the factor Xg  (0.01, 0.05)

(2) If we encounter with an agent who is looking
for a chance by cooperating, then we give it some
opportunities by the factor X ;. = 0.05

(3) If a good agent cooperates, then we reward it
more than the encouragement factor:
Xg (0.05,0.09) > Xg (0.01, 0.05)

(4) If a good agent defects, then we discourage it a
little bit, e.g. by the factor Xp  (-0.05, -0.01)

(5) If we encounter with an agent that we can not
judge it while it is defecting, then we deduct its
credit value by the factor



4 RESULTS

In this part, a detailed evaluation of the new trust
function with its regression is presented. First of all
look at the Figure 5. It illustrates the behavior of the
new function in cooperation situations. This diagram
shows the value that trust function adds to the trust
value each time according to the following scheme:

[-1,5) A Encourage
[p.a] A Give Opportunities
(a,+1] A Reward




In Figure 7, you can see a quadratic regression that
approximates the new trust function (Table 4) with
99.9% accuracy.

f(d)=0.031*d "2+ 1,028 *d-0.055
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Figure 7: Quadratic regression for the new function

The quadratic approximation to the trust function is as
follows and you can see its diagram in Figure 8:

Ti+1=w Tt2 +0 Ti+o0
Cooperation: w =-0.031,6 =1.028,0 = 0.055
Defection : w =0.031,8 =1.028,0 = -0.055

Where:

T¢ [-1,+1]

a=0.1& =01

Xe  (0.01,0.05)

X give = 0.05

Xr (005, 009) > Xg
Xo  (-0.05,-0.01)

X 1o = -0.05

[Xel 1(-0.09, -0.05)| > |Xp|

(0.01, 0.05)

|(-0.05, -0.01)]
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Figure 8: New proposed trust function

Above function is simpler and has better behavior
in comparison to the trust function in (Yu and Singh,
2000), which is more complex with some irrational
behaviors. On the other hand, this function satisfies the
proposed approach in this paper, although we can use
the cubic regression with more sample points to
achieve better accuracy. In the next section, some
discussion and concluding remarks are provided.

5 CONCLUSION

In this paper, we evaluated a specific trust function
for social networks. The paper showed the behavior of
that function and proposed a new mathematical
approach to modify a previously published trust
formula (Yu and Singh, 2000). A mathematical
discussion with various scenarios was provided to
demonstrate the behavior of the new trust function.
The paper used a bottom-up approach to create a new
trust function; and it provided sample points according
to the function's behavior for certain values of 8
constants used to parameterize our approach. We also
provided a quadratic approximation to simplify
calculation of the function, with only minor cost in
accuracy. Alternative approximations would be needed
if any of the eight constants were changed.

Another important factor is to consider both
expertise (ability to produce correct answers) and
sociability (ability to produce accurate referrals) in
social networks. Usually, the goal of a trust function is
to calculate expertise, but we should also consider
another function for the calculation of sociability. If
we do so, then we can evaluate our social networks by
those two functions. As a future work, we would like
to work on the computation of sociability. Our purpose



is to evaluate social behaviors of agents by considering
both functions at the same time and apply a two
dimensional function for this assessment.
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