SECURITY AND COMMUNICATION NETWORKS
Security Comm. Networks 2010; 00:1 12
DOI: 10'1002/s ec

RESEARCH ARTICLE
¢ g '3 .
. _éa§¢ a Sesr fs,cp‘d'nig% neT.rg Ny je’ "

1 1 *1 . 2 . 3
ZbaEs am, ,Na,}; a»Pa,nq and Me“‘dadN ]u rﬂlan
1Dera;merp-' "G muye Sce ce,S a,dBe g B U, ve t,GC,Te a,la.
; ’ sl v /
2I,an a, R-e\g eac Iﬁ,:ylme-‘(i I:} m al" "’Sq e:ce"énd Tec sy (IRANDSC), ?e A I,an.
3Dera)m e} e Muye, & Eec;"1 ca ngmee‘mg and G fﬁmgl Sq e,ce, Fs 4 da?\ arh'c U[1 ve it B ca Rg e USA.

‘.S ‘Q;’

The concept of social secret sharing was introduced in 2010 by Nojoumian et al. In Nojoumian et al.’s scheme (called
SSS), the number of shares allocated to each party depends on the player’s reputation and the way he interacts with other
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as applications of SSS in the context of cloud computing,
rational cryptography and multiparty computation.

The initial social secret sharing construction is shown to
be secure in both passive and active adversary models. For
the later case, the authors use the verifiable proactive secret
sharing scheme of [6] in their protocols. In SSS, reputation
of each participant is re-evaluated periodically based on his
availability and subsequently, the player’s authority (i.e.,
player’s weight or number of shares) will be adjusted. To
make participants’ old shares (from previous time period)
invalid in the next time interval, each player’s shares are
proactively renewed at the beginning of each period while
the secret remains unchanged. Finally, to provide various
number of shares for different players, Nojoumian et al.
use Shamir’s weighted threshold secret sharing scheme [2].
As a result, the size of the share that each player receives
is proportional to his assigned weight (which is determined
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independent, N — 1 times continuously differentiable real-
valued, functionsand I'(E) ={ i:i=1;---;N} bea
vector that is obtained by lexicographically ordering of
entries of 1 (E) (in 1'(E) the pair (i; k) precedes (i’; k') if
and only if i <i’ ori =i and k < k’). Furthermore, let
i(1)and i(2) denote the first and second elements of the
pair i € I’(E). Finally, let C' = {c;:i=1;---;N}
be another vector that is obtained by lexicographically
ordering of entries of C (the ordering procedure is done
based on indexes of elements in C).
Now, by using the elements E; X and >, we are able to
solve the Birkhoff interpolation problem as follows:

X IAE: X; 7))
= A, o J i :
PO = 2 a5 @)
where
AE; X 7) = (@ij)nxn s ©)
aij = g}jl(z))(x () for  i=1;---;N and
J=1;---;N, || is the determinant operation and

A(E; X; ;) can be computed by replacing (j + 1)-th
column of matrix (3) with C’.

Equation (2) is widely used to construct hierarchical
threshold secret sharing schemes using Birkhoff interpola-
tion [18, 20, 21, 24]. However, relying upon this equation
in which the entire column C’ should be available, it might
seem that we can not employ Birkhoff interpolation to
construct dynamic or social secret sharing schemes (where
each shareholder has access to only one entry of C’). In the
following, we show how this equation can be modified to
solve the problem.

By reformulating equation (2) (i.e., by expanding
|A(E; X; 7 )| down to its (j + 1)-th column), we have
the following equation for the Birkhoff interpolating
procedure (equation (1)):
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which can be rewr]tten as
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where  Ai(E;X;”j) can be computed from
A(E; X; ~j) by removing (i + 1)-th row and (j + 1)-th
column.
Example 1 (Birkhoff Interpolation)
Let assume X = {1;2;3;4}, C =C’' = {c1 = 10;c2 =
28;c3 = 24; ¢4 =]{6} and matrix E be as follows:
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Asaresult, wehave N =4and I(E) = I'(E) ={ 1=
@:1); 2=(21); 3=(33); a=(44)}. Itis easy
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to check that the Birkhoff interpolation problem that
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power such that g > max{2 %*2.(t; —1)(®—D
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The sharing protocol

On input the secret S € GF (), the dealer proceeds as
follows:

1.

With the assumption of equal authority for all the
participants at the beginning of the sharing, gives all

of them the same initial trust value | = 1+ ( 2 —
1)=2.

Let I¢ be the subinterval that the initial trust value
belongs to and let I/ be the corresponding authority
level. Places all the participants in U, i.e., it is
assumed that &/ = U at the beginning of the sharing.

Generates a polynomial f(x) = ap + a1 X + axx? +
coHag X" T2+ SxUt over GF(g), where
{ai}}L,? are random values.

Computes the share corresponding to each participant
Pi €U as sh
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The share renewal phase

Let Autsub ={P ,;---;P , _,} be an authorized
subset of participants such that IDp | < 1Dp i for
i=0;---;t« — 2. Then, in order to renew the share of

each participant P € U:
1. Each participant P ; € Autsub:

(@) Constructs a polynomial f; ;(X) =ao ; +--- +

ae, -3 X" 3 +aw, 2 X"72 over GF(q),

-2

where {aj ; }jL," are random values. Note that the

degree of f1 ,(-)ist1 — 2.

(b) Uses his share from the previous time period
and constructs a polynomial . ,(x) = :}k:gl
i+j Ai(E; X7 j)! j -

(D¢ Psh (R (G L)X 4]
over GF (q), where E is the interpolation matrix

corresponding to the participants in Autsub
and their former authorities, i.e., @i, —t;+1 =
1< P ; €U, the other entries of E are all
0, X ={IDp ;IDp ;---;IDp tk—l}'
IDp; is the former identity of P; and
= {Lxx% - XY

(c) Computes T ;(x) =1 ;(X) + T2 ;(X).

(d) ForeachP € U:

i. Computes a subshare of P ’s new share from the

secret S as shp .
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Next our proposed constructlon is compared with
Nojoumian et al.’s scheme in terms of the computational
complexity. The comparison is based on the number of
multiplication operations performed in each protocol.

Let n denote the maximum number of parties who can
join the scheme and let t be the threshold of the scheme;
note that n > t. Also, let w (for the sake of simplicity w =
t) be the maximum weight of each player in Nojoumian et
al.’s scheme. In our construction, the number of players
in authorized subsets are not fixed (i.e., there can be
authorized subsets with the size of ti, to, - - -, or tm). As
a result, the computational complexity of the social tuning
and reconstruction protocols of our scheme depends on the
number of parties who execute these protocols. Therefore,
we consider the worst case scenario where the size of the
subset of players is equal to t;. Furthermore, it would
be realistic to assume that, in our scheme, the authority
of each player belonging to the lowest level is equal to
the authority of a player who possesses only one share in
Nojoumian et al.’s scheme, that is, t; = t.

In the sharing protocol of our scheme, the dealer
computes the derivatives of a polynomial of degree t — 1,
which can be done in O(t?). Furthermore, he performs,
at most, n polynomial evaluations. The computational
complexity of a polynomial evaluation (for a polynomial
of degree t) is O(t). As a result, the sharing protocol of
our scheme has a complexity of O(t? + tn) € O(tn). In
Nojoumian et al.’s scheme, the dealer performs, at most,
wn polynomial evaluations where degrees of polynomials
are t. Therefore, the sharing protocol of Nojoumian et al.’s
scheme has a complexity of O(wtn) € O(t%n).

In both constructions, the share renewal phase is the
time consuming part of the social tuning protocol. In our
scheme, each player requires to compute a polynomial
using his old share and parts of the Birkhoff interpolation
method (Item 1.b of Figure 4). Furthermore, he computes
different derivatives of a polynomial of degree t — 1 at
n points (Item 1.d of Figure 4). The former procedure
has a complexity of O(t*) using the naive approach, i.e.,
computing t + 1 determinants of size t x t according to
equation (2). However, it is known that the determinant
of an t x t matrix can be computed in O(M (t)) time,
where M (t) is the minimum time required to multiply
any two t x t matrices [27]. The best known solution for
matrix multiplication requires O(t>3"®) operations [28],
therefore, the generation of f1 ;(-) in step 1.b of Figure 4
and the Birkhoff interpolation method have complexities
of O(t*37®). The latter procedure has a complexity of
O(tn). Therefore, the social tuning phase of our scheme
requires O(t%*7® + tn) operations. However, in the social
tuning phase of Nojoumian et al.’s scheme, each player
evaluates a polynomial of degree t—1 at wn points,
i.e., proactive share update. Assuming w = t, this takes
O(t?n) operations.

Finally, in the reconstruction protocol of our scheme, a
trusted party who has access to the shares of an authorized
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subset of players can recover the secret by solving the
corresponding Birkhoff interpolation problem. As we
stated earlier, this takes O (t337%) operations. However, the
reconstruction protocol of Nojoumian et al.’s scheme uses
the Lagrange interpolation method that takes O(tlog t)
operations via the Vandermonde matrix.
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We proposed an ideal social secret sharing scheme
using a hierarchical TSS scheme. We illustrated that our
construction is more efficient in terms of the share size,
communication complexity and computational complexity
of the “sharing” protocol compared to the standard social
secret sharing scheme. We also showed that the “social
tuning” and “reconstruction” protocols of standard social
secret sharing are computationally more efficient than
those of our proposed scheme. This seems a reasonable
compromise because the number of execution of social
tuning protocol can be predetermined ahead of time.
Furthermore, the reconstruction protocol is executed only
once throughout the secret’s lifetime. Finally, protecting a
single share is less costly and easier than protecting a set
of shares.

The proposed scheme is only secure in the passive
adversarial model. Using a similar method to the
one used in [24], it is straightforward to obtain a
computationally secure version of the proposed scheme
in the active adversarial model. However, modifying the
proposed scheme in such a way that the result would
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